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Introduction 
 

 

The Hostile environment Security Industry is a fledgling industry that is growing rapidly. 

With the onset of the war in the Middle East, civil unrest in African nations, Global terrorism 

and Foreign countries with High Serious crime rates there was identified a growing need for 

private security companies to fill various functions. In the Middle East and Afghanistan there 

are Military units from around the Globe fighting the war on terror!  In Iraq the war maybe 

over and the new government installed and administering their own policies, however Iraq 

is still a very high risk country. Any Company operating in Iraq runs the risk of staff being 

kidnapped, shot, and caught up in terrorist activity or subject to Criminal acts.  There have 

always been private security companies operating in these areas and beyond for longer that 

there are records!  Governments around the world used security companies for all manner 

of tasks. These early Companies more often took ex servicemen with no extra training and 

put them straight to work, to keep the public from perceiving Private security companies as 

jut mercenary forces there must be standards introduced across the industry. 

In Afghanistan the war still goes on, Security Companies provide protective services for both 

civilian and Military alike. The Civilian sector is very straight forward; Security companies 

provide Static site security and Protective Security Details for their staff as none of their 

staff have the relevant training or background for carrying out these roles.  For the Military 

the same services are provided on a much larger scale, this is for several reasons.  Cuts in 

Military budgets always have an effect on manpower, long exposures to warfare have a 

physical and psychological effect on not only serving soldier but the civilian population at 

home, all too often you can hear and see the calls to bring home the soldiers.  If the 

positions the Private security companies have were to be manned by Military units then 

there would be a higher deployment rate,  a higher  turnover of personnel and for the  

governments a negative impact on the image of the incumbent political party. Security 

Companies provide a role that meets the needs of the worlds Governments, Military and 

Private Industry sectors alike, it goes without saying there must be some formalised training 

for the people employed by these companies.  
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The Problem 
 

 

From the outset hostile environment security has been dominated by ex military personnel, 

this however doesn’t mean to say that untrained civilian people ended up working in Hostile 

environments with no prior training. The fact that someone has served in the military also 

doesn’t necessarily mean that they are already trained and perfect for the job! The industry 

was rife with problems from the outset, 

a. Over reaction to incidents 

b. Negligent incident 

c. Injuries 

d. High turnover of staff 

e. Negative perception of Private security companies 

f. Low expectations from clients 

g. Negative press 

I feel this can be directly attributable to a lack of standards and training. 

There are countless trades in the military but few that actually carry out the roles we see in 

today’s Private Security Company (PSC) PSD is a specialised role that only a few military 

units carry out. In the defence sector this leaves a void which Private security companies fill. 

To re train military personnel for PSD would take away from the military mission and require 

more personnel that they could supply. 

While there are some very good training companies that provide Hostile environment 

training there is no set standard across the industry for certification, without any kind of 

guidance for training it is impossible to produce a structured program that will enable any 

students to come together from different training centres and work seamlessly together. 

They would most likely have been trained in different methods and standards all depending 

on the skills perceptions and experiences of the instructors. 

No Organisation has actually stipulated a minimum core standard for people to attain; there 

are no set requirements for attending courses or for deploying to a Hostile environment.  

Each individual company has their own idea of what they think is the minimum 

requirements. This would not be acceptable in western countries where training and 

standards play an important role. In the UK we have the Security Industry Association which 

is responsible for the regulation of Private Security in the UK. Other nations have similar 
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organisations that govern licensing and training standards. There are still to this day people 

working in Hostile environments with little or no training at all. This is not acceptable and 

will have major impact on operations and lives if things go wrong.  The fact that no training 

has taken place could; 

a. Cause death or injury to the Client 

b. Cause Death or injury to fellow team member 

c. Result in death or injury to innocent civilians 

d. Bring about their own death or injury 

e. Result in discord amongst the team 

f. Result in a lack of confidence in the company 

g. Give the Company a bad name 

h. Tarnish the Industry as a whole 

 

The list is not exhaustive but highlights the problems faced if untrained personnel are 

deployed to hostile environments. Whilst manned guard training can be relatively simple 

the rules for use of force and reactions to incidents are not, and they are not something that 

a civilian can walk straight into and be effective. Further problems stem from the recruiting 

processes of the companies, all too often it was a friend of a friend and no interviews or 

assessments took place thankfully for the most part that is now a thing of the past.  Most 

companies now stipulate a minimum level of experience, this still falls way short of what 

should be required as the industry standard. 

As this research is being done there is currently no recognised formal qualification for 

Hostile environment Close Protection Officers, or security operators. 

The following is a list of possible employment in the hostile security sector, for the scope of 

this report the Management positions are not covered and need to be subject to a different 

ARP.  

Personal Security Detail 

a. Team Leader 

b. Team 2 i/c 

c. Team Medic 

d. Team member 

 

Static Site Security/ Asset Protection 

a. Guard Supervisor 

b. Mobile Supervisor 
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c. Medic 

 

Convoy Protection 

a. Team Leader 

b. Team 2/ic 

c. Team medic 

d. Team member 

 

There are numerous other roles within the hostile security industry but are outside the 

scope of this report. 

 

Within the UK there is a requirement for formal training in Close Protection (CP). The UK 

security industry requires that anyone working in security and who carries out the role of CP 

must be both trained and licensed. This requirement led to the industry watchdog laying 

down criteria that must be met. To formalise this awarding bodies created a qualification 

based on the required standards of the industry. Courses were introduced with students 

attending a 140 hr CP course which they have to meet the set criteria through assessment 

and exam to gain the qualification which is set at level 3 on the National Qualification 

Framework (NQF). With this along with other criteria that must be met, criminal record 

check and Identity checks, they can then apply for the licence to operate. If they meet all 

the requirements they are then issued with a licence for 3 years. At this time there is no 

specified requirement for updating skills or qualifications for renewing the licence.  

Most companies now ask for this licence before they will employ people working in Hostile 

Environments. However at no point in the UK CP course does it cover working in hostile or 

non permissive environments. It with this in mind this action research project is undertaken 

to identify a solution to the gap in training and qualification of that training. 
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Methodology 
 

I sent out questionnaires to civilian companies who use Security services in High risk environments 

along with this i sent emails asking for open ended comments and free thought on what they 

perceived as a trained security operative this was a generic survey covering all security services I also 

emailed around the same questionnaire to military commanders for the same views on the same 

services.  I have also researched several training companies and their training programs, i did ask a 

few to participate but none were willing to supply information. Also on the list of data providers 

were the security operators themselves, i put out a single email asking if they would be willing to 

attend a specified course and what they thought their view of a minimum standard was.  I assured 

all that returned the forms that the data collected would be anonymous and no reference to any 

individual or company would be used, I was surprised with the refusal from training companies as i 

thought they would see this as an opportunity to sell their own idea of what standards should be. I 

also talked to peers in forums, where at first people were reluctant to get involved, as most just saw 

it as an empty exercise. Eventually it turned into quite a debate; I managed to collect a great deal of 

information.  The returns from the companies were promising and offered up plenty of information 

to work on. The questions were split into sections, all questions had five options to choose from, 

strongly agree, agree, neither agree or disagree, disagree and strongly disagree. 

 

    Survey 

1. I feel that Private Security Personnel are not well trained 

2. I feel that Private Security Personnel are overpaid 

3. I would feel safer knowing there was an industry standard course with a recognised 

Qualification. 

4. I would pay a higher premium for better trained security 

5. There should  be one standard for all private security companies 

6. I am happy with the service i receive from your Security Company 

7. I am confident my security is the best i can get 

8. I  think a military background is important 

9. There is no need for further training 

10. There is no requirement for security companies 

11. Free text any other opinions and thoughts. 
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The Data 

 

The emails and free text sections gave me a wider general overview of current thinking across all 

industry stakeholders.  The research was both quantitative and qualitative.  The resulting data was 

not surprising and my thoughts and opinions were shared by the majority of the industry 

stakeholders.  Out of 400 questionnaires i sent out 251 came back 49 never replied. The 251 were 

made of the following; 

a. Military Personnel  75 replies (MP) 

b. Security Companies  23 replies  (SC) 

c. Commercial Companies 114 replies (CC) 

d. Security Operators  39 replies (SO) 

Taking these figures into account it gave a good cross section from the industry as a whole, and 

covered all stakeholder positions. 

As we look at the results the picture starts to form: 

 

Question 1; I feel that Private Security Personnel are not well trained? 

 MP. 57 agreed, 3 strongly agreed the remainder were indifferent 

 SC . 18 disagreed, 1 strongly agreed the remainder provided no answer 

 CC. 98 agreed, 10 were indifferent, 2 strongly disagreed the rest provided no answer 

 SO. 27 agreed, 3 were indifferent, 9 strongly disagreed 

 

This was almost the result i thought i would achieve; the lack of confidence in the training of private 

security personnel was obvious, the only one to disagree with the findings were Security companies 

which when put at the side of the other results did not fit in with the rest of the industry, therefore i 

treated this data as suspect.  The strongest feelings were in the commercial sector where 86% 

showed they felt that private security personnel are not well trained. 69% of security personnel also 

thought that there was a lack of training. These results for this question are a little higher than i 

expected. Although as i thought generally, that this would be the answer to this. All stakeholders in 

the industry know that there are no formal qualifications required for this kind of work so it does 

show that there is a distinct lack of confidence in the hostile environment security contractors. I did 

expect more security operators to disagree as they always think that they are well trained for the job 
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when you speak to them or listen to them talking. This shows me that the feeling amongst operators 

is that there are low standards of training across the board and many have come across people with 

little or no training. I expected the figure from the military to be artificially high as there is a certain 

amount of animosity towards private companies fro reasons which will become apparent. It still 

however confirms the feeling is there as throughout the other groups that the standard is not what 

they would expect.  

 

Question 2;  I feel that Private Security Personnel are overpaid 

 MP. 39 agreed, 30 were indifferent, 6 disagreed 

 SC.  All 23 disagreed  

 CC.  13 agreed, 91 disagreed 10 never answered 

 SO.  30 disagreed 5 strongly disagreed 4 never answered 

I asked this question as in most sectors qualification gains higher pay, i wanted to see whether or not 

they already thought that Security operators were overpaid.  The results were a resounding no 

across the industry except for the military which i expected.  There is resentment within some 

military circles that Private security contractors are paid higher rates of pay than the military.  The 

rest of the industry figures while higher with security companies and Security Operators did show 

the general feeling that remuneration was not excessive. The unbiased commercial sector reveals 

the most reliable data.  

 

Question 3; I would feel safer knowing there was an industry standard course with a 

recognised Qualification. 

 MP. 57 agreed, 15 disagreed 3 never answered 

 SC. See below 

 CC 105 agreed, 9 strongly agreed 

 SO. See below 

As these questions were aimed at clients not the providers the data collected from security 

companies and security contractors was taken as what they perceived the client would feel, 

the results showed that knowing the security that were using were trained and qualified 
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would result in them feeling more secure and confident in the company and staff they were 

using to provide security.  

Question 4; I would pay a higher premium for security with a recognised Qualification and 

training. 

 MP. See below 

 SC. 23 agreed 

 CC. 91 agreed 15 strongly agreed 8 never answered 

 SO. See below 

 

Military contracts are often awarded to the lowest bidder; the results from this section were 

taken as what they would do if they were responsible for budget. Security officers results were taken 

to mean what they perceived the client would do. Commercial and security sector results show a 

good proportion lean towards paying more for a higher trained work force, i expected results to be 

around this mark especially from the commercial sector as they have always throughout history paid 

more for skilled workers. The security company results show that they would lean towards paying 

there staff higher wages if they had training and qualifications.  

 

Question 5; There should be a baseline standard course for all private security operators 

 MP.  75 strongly agreed  

 SC.  2 strongly agreed, 21 agreed 

 CC. 43 strongly agreed,  71 agreed 

 SO.  39 agreed 

 

All sectors leaned towards agreement across the board, most strongly agreed with the 

statement which shows there is strong support for a base line course for operators.  This would 

mean that all operators would have to have the same minimum qualification.  
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Question 6; I am happy with the service i receive from my Security Company 

 MP.  34 strongly agreed, 22 agreed,  12 disagreed,  7 strongly disagreed 

 SC. See below 

 CC. 81 agreed, 30 disagreed, 3 strongly disagreed 

 SO. See below 

 

Security companies and security operator’s answers to this were taken as perceived 

thoughts in that the answer was what they thought the clients felt about the level of service, there 

was a split in the results between civilian and military, whilst the military sector showed a certain 

amount of discontent 45% showed they were very happy with the level of service, the 25.3% that 

were unhappy was quite a surprising number from this sector. Commercial companies showed a 

higher level of satisfaction, and this i believe shows that the civilian sector have less of an 

understanding of security operations than the military so the results shown are indicative of i divide 

between trained personnel and untrained. Anyone with any experience in a field is going to be more 

critical than someone with no experience in that field and the results of this question bore that out.  

 

Question 7; I am confident my security is the best i can get 

 MP. 51 agreed, 15 disagreed, 9 strongly disagreed 

 SC. See below 

 CC. 47 agreed, 55 disagreed, 12 strongly disagreed 

 SO. See below 

 

There was a definite split across the sectors here, whist a company can be happy with the 

level of service they are getting it wouldn’t necessarily fit that they would be using the best security 

provider.  Factors to consider here are performance of the company, reputation and perceived 

image.  The security sector answers were taken as providing the best and were high as expected. 
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People find it difficult to be self critical and will often swing towards better results than they should 

record. 

Question 8; I think a military background is important 

 MP. 75 strongly agreed 

 SC. 18 strongly agreed, 5 agreed 

 CC. 87 strongly agreed, 21 agreed, 7 disagreed 

 SO.  39 strongly agreed 

All sectors were unanimous in their agreement that a military background is important for 

security operatives working in Hostile environments.  Out of the whole survey only 7 civilians said 

the disagreed. The importance of teamwork and state of mind when working in a hostile 

environment along with a certain level of fitness is high, working for 12 hrs per day in searing heat 

carrying 40 lbs and wearing body armour requires a certain level of fitness, this is seriously lacking 

with most operators with no prior military service.  There is also the command structure that ex 

military operators understands and fit straight into, again something that having not experienced it 

would be hard to do.  

 

Question 9; there is no need for further training 

 MP.  75 strongly disagreed 

 SC. 23 strongly disagreed 

 CC. 19 disagreed, 96 strongly disagreed 

 SO. 39 strongly disagreed 

 

Again across all sectors this shows that everyone feels strongly towards continued training, 

interesting to note that almost all feel very strongly that this is important.  At operator level is is very 

important that skills are kept up to date and practised regularly, skill fade is very real and with time 

they do get rusty. A regular programme of training would keep skills up to date which enables the 

security providers to better serve the client. 
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Question 10; there is no requirement for security companies 

 MP. 67 disagreed 3 agreed, 5 strongly disagreed 

 SC.  7 disagreed, 18 strongly disagreed 

 CC.  99 strongly disagreed, 16 disagreed 

 SO. 39 strongly disagreed 

The current government leadership in Afghanistan believes there should be no private 

security companies allowed to operate there. Throughout the world there is a need for private 

security, the nature of the work and manpower requirements put it outside of the remit of Police or 

Military forces.  There will always be the need for private security companies in both permissive and 

non permissive environments; this is borne out by the results of this section.  All sectors agreed that 

there is a need for security companies.  Without this Non government organisations would not 

continue to provide aid to these countries, Insurance companies would refuse to insure personnel, 

military forces would be over stretched and it would detract from the main efforts. 

Question 11; free text any other opinions and thoughts. 

 

Reading through the replies to this section was very interesting, and showed that while in the main 

most sectors are happy with the services provided, the general feeling was that there is a definite 

need for a course that would be, recognised, Qualified by a recognised awarding body and sufficient 

in hostile environment training.  Along with this there was identified a need for driver training too. 

As most vehicles are armoured and the handling characteristics are very different to that of an 

ordinary vehicle, there is a specific need for specialist driver training in order to cut down on the 

number of driver fault incidents. This would have to be a separate course.  Weapons handling skills 

were another point that was widely mentioned, while the majority of operators are very skilled in 

weapon handling, it is felt that still there is a need for more training with weapons.  This i put down 

to skill fade amongst those that do not get regular practice on the ranges.   Security Operators also 

would like the opportunity to attend a recognised course that will give them a qualification in their 

chosen field. They also mention that while there are training companies running some hostile 

courses now, the quality varies and there is no official recognition for any of the courses.  



14 | P a g e  
 

 

 

 

 

The Solution 
 

After analysis of the findings it is very obvious there is a need for a Hostile Environment Security 

Operators Course.  This course would have to be written and submitted for accreditation by a 

recognised awarding body.  The length and content of the course would have to be sufficient enough 

as to be credible to all stakeholders in the hostile environment sector.  Consultations with training 

providers, clients, security companies and security operators alike should take place to ascertain 

what relevant content they thought should be a part of any course for operators.  There should also 

be a baseline standard for anyone entering the sector.  The indications show us that everyone 

should have prior military service.   

 

To make a course credible it needs to be taught by credible tutors with experience in the sector as 

well as experience of teaching. There should be a minimum standard of acceptance for the course 

with students having to provide evidence of requirements before being allowed onto the course.  

 

 Student requirements 

 

a. Over 25 

b. Minimum of 6 years prior military service 

c. Minimum of 2 operational tours in hostile environments 

d. Driving licence 

e. A1 fitness 

f. Current  CRB check 

 

The course content would have to cover the following: 

a. 140 hour Close Protection Course 

b. HECPO course 
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The 140 hour Close protection course is already in existence and would give the students a good 

basic grounding in operating procedures. It does not however cover operating in a hostile 

environment the following additional content would form the HECPO enhancement to the course or 

as a standalone course for those with the level 3 Close Protection certification. 

 

 

HE CPO course content 

a. Operating in a hostile environment 

This should be covered by practical training using scenarios as well as studies of 

historical and current security operations in Hostile Environments. 

b. Weapons handling 

Training weapons should be issued and students trained and tested on their weapon 

handling skills, this can be carried out in the classroom and out on the training areas.  

c. Cultural awareness 

Cultural awareness training is very important, our culture is very different in the west and there are 

some big differences in culture and customs, by carrying out Cultural awareness training it will give 

the students a clearer understanding for the places they will be working in, and provide them with 

the knowledge to help them avoid situations that could easily escalate and affect their mission. 

There are many considerations that need to be though about when working outside of our own 

cultures,   

 

d. Contact drills 

Team drills are very important, in the event of a situation arising, it is important that the team are 

well rehearsed and practised in team drills. There should be standard drills and operation 

procedures that everyone knows.  Teaching the students the basic drill will allow them to 

understand what they need to do when they join their team. Then with continued team training 

they will continue to improve their skills. 

e. Incidents and dilemmas in a hostile environment 
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As with the incidents and dilemmas on the UK CPO course this is an important study of historical 

incidents. It gives the student the opportunity to analyse incidents looking at why they happened 

and retrospectively what they could have done to avoid the incident. It is a good exercise to get 

them thinking about the increased threat levels they will be working in and help them when they are 

involved in any mission preparations. 

 

 

 

f. Team mission preparation 

Team preparation is different in a hostile environment to that of no hostile; there 

are many different procedures, much more equipment and different operation 

procedures. This would give the students the training and insight and ready them for 

deployment.  

 

g. Law of Armed Conflict 

The laws surrounding armed conflict are pertinent to security contractors as well as 

military forces, it is very important the every security contractor knows the laws in 

relation to them working in these areas.  

  

h. Rules for Use of Force 

 

There are rules for the use of force and it is the responsibility of every security 

contractor to know what these are, the days of operating outside the law and 

immunity are over, breaking these rules could result in very heavy penalties in the 

form of Prison sentence and/or monetary fine.  
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Recommendations 
 

The following are recommendations as a result of carrying out this Action research project, they are 

my own recommendations based on the research and my own analysis of the data received.  

 

 Training Providers 

  Training providers should come together and set up a working group in order to 

establish baseline criteria for the Hostile environment Close protection Officers course. Without 

input from all the training providers any course would be limited in its scope to the opinions of what 

should be the criteria to a disproportionate representation of the industry.  Approaches need to be 

made to awarding bodies with a view to them accrediting courses for the hostile security operators.  

 

 Security Companies  

  Security Companies should stipulate a minimum level of experience and qualification 

for employment, they should also visit training providers and through meetings input their 

requirements, and what they would like to see built into the courses.  

 

 Clients (Military and Civilian) 

  The clients should always be looking for the best possible service from any provider; 

they should be able to carry out their work knowing that any security company they are using has 

provided them with well trained and experienced operators. By demanding that all operators 

working for them must hold a recognised qualification, they can be assured that a minimum 

standard has been achieved. They should be talking to the security companies during the initial 

sourcing and stipulating their requirements. 

 

Security Contractors  

  Security contractors should always be willing to carry out training; it helps to keep 

their skills up to date and increases their knowledge. They should attend courses and be pro active in 

carrying out professional development. This will result in more professionalism and has a result of 

making themselves more marketable.  
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Further research 
 

There is a need for further in-depth research, much beyond the scope of my project. I believe 

training providers should carry out a detailed study and research of all sectors in order to reach a 

greater proportion of the industry, this will give them a better understanding and more data that 

would represent a broader sample, resulting in greater accuracy. They should also carry out research 

into other areas such as Team Leaders, Operations Managers and the asset protection sectors. 

 

 


